The previous CCNA post had a link which discussed Access Control Lists. ACL's are created when you want to filter traffic passing through a router. Standard access control lists (range 1-99) filter based upon source IP address only, and direction of the traffic to filter must be considered as well. Extended ACL's (Range 100-199 and 2000-2699) can filter traffic by source IP with a source wildcard mask, destination IP with a destination wildcard mask, by protocol and by port number. Protocols like OSPF, EIGRP, ICMP, TCP, UDP and IP are examples of traffic that can be filtered, and each have their own operators to select from when implementing such specific filters.

The syntax for creating a simple ACL is:

R1(config)# access-list acl# [permit/deny] [any/host x.x.x.x]

The syntax for creating an extended ACL is:

R1(config)# access-list acl# [permit/deny] [protocol (ip/icmp/tcp, etc.)] [host x.x.x.x/source IP & source wild mask] [destination host x.x.x.x / destination IP & wild mask] [port function]

In place of the "port function" slot are more specific types of traffic filters you can enter based upon the protocol you selected earlier in the command.

For TCP traffic, you can replace the Port Function with:

· ACK (for filtering acknowledgment packets)

· EQ # (means "equal to x port number")

· Established (useful to permit traffic between hosts that have successfully exchanged a three-way handshake)

· gt (greater than x port number)

· lt (less than x port number)

· neq (not equal to x port number)

Port numbers are used to distinguish between unique sessions of traffic between two computers.  Many well know/reserved port numbers exist for specific functions between the range of 1 and 1024.  Ports like 20 and 21 are used for FTP traffic, 23 for telnet, 69 for TFTP and so on.  Many more private ports between about 1025 and 65,000 can also be used.

ICMP and filter traffic with these port functions:

· Echo packets

· Echo Reply packets

· Host Unreachable packets

· Redirect packets

· Time To Live packets

Named ACL's can also be used.  Here's the short on the commands for creating one and applying it to an Interface:

R1(config)# [protocol] access-list [standard/extended] [ACL name, case sensitive]
So, for example:
R1(config)# IP access-list standard blockalltraffic
R1(config-std-nacl)# [permit/deny] [any/host ip/source ip & source wildmask]
R1(config)# int e0
R1(config-if)# ip access-group blockalltraffic in

Fun fun....

ACL's can also be applied to Line's, but use the "access-class" command instead of the "access-group" command to bind interfaces to lists.

---------------------

Cisco Discovery Protocol is a Layer 2 protocol that is used to simply detect attached Cisco devices to other Cisco devices.  It is automatically running on Cisco devices by default, but can be enabled with:

R1(config)# cdp run
R1(config-if)# cdp enable

To show information:

R1# show cdp (entry ID/interface/neighbors/traffic)

Information is advertised at a default of every 60 seconds, and retained in cache for 180 seconds.  It is highly recommend you don't screw with these default times. 

